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Infrastructure in One Command
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1. Why Infrastructure as Code for a Homelab/SME?

After 11 episodes building a complete network security stack, one question stands out: how do you reproduce
this work exactly on a new firewall after hardware failure, migration, or expansion? The answer:
Infrastructure as Code (laC).

Without IaC, every OPNsense configuration change is a manual action. With laC, the entire configuration is
code versioned in Git, replayable with a single command. Concrete benefits:

- Reproducibility : newfirewall fully operational in < 10 m nutes

- Versioning . git log shows every change (who, when, why)

- | denpot ency : re-running the playbook = sane state, never a regression
- Living docs . the code IS the docunentation of your network

- Disaster recovery : git clone + ansible-playbook = infrastructure restored

- Col | aborati on . share the config without giving firewall access

Ansible is the ideal tool for OPNsense: agentless (no daemon to install), uses SSH and OPNsense REST API,
and has a specialized collection — ansibleguy.opnsense.

2. Prerequisites: Ansible, SSH and OPNsense API
Before writing the first line of YAML, configure three things: Ansible on the control machine, SSH access to
OPNsense, and API credentials.

2.1 Install Ansible

# Ubuntu / Debi an
sudo apt update && sudo apt install -y ansible python3-pip
pi p3 install requests

# macOS
brew install ansible

# Verify installation
ansible --version # ansible [core 2.16+]

2.2 Enable SSH on OPNsense

OPNsense: System > Settings > Adm nistration

[x] Enabl e Secure Shell

[x] SSH port: 22 (or custom port)

[ 1] Permt password |ogin: disable after adding key

H OH H H

F

Add your public key:
System > Access > Users > admin > Authorized keys
Paste contents of ~/.ssh/id_ed25519. pub

H*H H*

# Test from control nachine:
ssh adm n@92.168.1.1 'echo K
# > K

2.3 Create OPNsense API User
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# OPNsense: System > Access > Users
# Create user 'ansible-api' with admn rights
# Generate key/secret pair -> note the val ues

# Environnment variables (or ansible-vault):
export OPNSENSE_API _KEY="your - api - key- here"
export OPNSENSE_API _SECRET="your - api - secr et - her e"
export OPNSENSE HOST="https://192.168. 1. 1"

# Test the API:

curl -k -u "${OPNSENSE_API _KEY}: ${ OPNSENSE_API _SECRET}" \
" ${ OPNSENSE_HOST} / api / cor e/ firmwar e/ st at us"

# {"status":"none", "l ast_check":"..."} -> K

3. ansibleguy.opnsense Collection: Install and Structure
The ansibleguy.opnsense collection is the reference for automating OPNsense via Ansible. It covers
interfaces, VLANS, firewall rules, WireGuard VPN, DNS, CrowdSec, and much more.

# Install the collection
ansi bl e-gal axy col |l ection install ansibleguy.opnsense

# Reconmended project structure
opnsense- ansi bl e/

+-- inventory/
| +-- hosts.ynl # OPNsense hosts
| +-- group_vars/
| +-- opnsense. yni # d obal vars + APl credentials
+-- pl aybooks/
+-- site.ym Mai n pl aybook (full stack)

+-- vlans.yn

|

| VLANs only
| +- firewall.ynl

I

I

Firewall rules
WreCGuard VPN
CrowdSec bouncer

+-- wreguard.yn
+-- crowdsec. yni
+-- roles/
| +-- opnsense_base/ # Base role (NTP, DNS, SMIP)
+-- ansible.cfg
+-- README. nd

H OH HF OH O
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# inventory/hosts.yn
al | :
children:
opnsense:
host s:
fw primary:
ansi bl e_host: 192.168.1.1
ansi bl e_user: admn
ansi bl e_ssh_private_key file: ~/.ssh/id_ed25519
fw secondary: # CARP HA (Epi sode 10)
ansi bl e_host: 192.168.1.2
ansi bl e_user: admn

# inventory/group_vars/opnsense. ym

opnsense_api _host: "https://192.168.1. 1"

opnsense_api _key: "{{ | ookup('env', 'OPNSENSE APl KEY') }}"
opnsense_api _secret: "{{ l|ookup('env', 'OPNSENSE APl SECRET') }}"
opnsense_ssl _verify: false # Sel f-signed cert for honel ab

4. Complete Playbook: VLANSs, Firewall, WireGuard, CrowdSec
Here is the main playbook that configures the entire stack in a single command. Each section maps to a
BOTUM stack component.

4.1 VLANSs and Interfaces
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# pl aybooks/site. yni

- name: "BOTUM Stack - Full OPNsense Configuration"
hosts: opnsense
gat her _facts: fal se
col | ecti ons:
- ansi bl eguy. opnsense

t asks:
- nanme: "VLAN 10 - Managenent"
ansi bl eguy. opnsense. vl an:
vlan_id: 10
interface: enD
description: "Managenment VLAN'
state: present

- name: "VLAN 20 - Servers"
ansi bl eguy. opnsense. vl an:
vl an_id: 20
interface: enD
description: "Servers VLAN'
state: present

- name: "VLAN 30 - |oT"
ansi bl eguy. opnsense. vl an:
vlan_id: 30
interface: enD
description: "lsolated | oT VLAN'
state: present

- name: "VLAN 40 - DwvZ"
ansi bl eguy. opnsense. vl an:
vl an_id: 40
interface: enD
description: "DVZ VLAN'
state: present

4.2 Zero-Trust Firewall Rules
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# -- FIREWALL RULES ------ o m o i o oo e e e e
- name: "Rule - Al ow Managenent to WAN'
ansi bl eguy. opnsense. rul e:
interface: "vlanlO"
source: "vlanl0 net"
destination: "any"
protocol : "any"
action: "pass"
description: "MGMI to WAN al | owed"
state: present

- nane: "Rule - Block IoT to LAN'
ansi bl eguy. opnsense. rul e:

interface: "vlan30"
source: "vlan30 net"
destination: "vlanl0 net"
protocol : "any"
action: "bl ock"
description: "lIoT cannot reach LAN MGV
| og: true
state: present

- nanme: "Rule - DNS | oT to AdGQuard only"
ansi bl eguy. opnsense. rul e:
interface: "vlan30"
source: "vlan30 net"
destination: "192.168.20.5"
destination_port: "53"
protocol : "tcp/udp"
action: "pass"
state: present

4.3 WireGuard VPN and CrowdSec
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#o-- WREGUARD - - - - - - m o oo oo e e e e oo
- name: "WreGuard - Min instance"
ansi bl eguy. opnsense. wi r eguar d_ser ver:
nanme: "botum vpn"
port: 51820
private key: "{{ lookup('env', 'WG PRI VATE KEY') }}"
dns: "192.168. 20. 5"
tunnel _address: "10.10.0.1/24"
state: present

- nanme: "WreGuard - Mbile peer"
ansi bl eguy. opnsense. wi r eguar d_peer:
nanme: "phone-nobile"
public_key: "{{ |ookup('env', 'W5 PEER PUBKEY') }}"
al | owed_i ps: "10.10.0. 2/ 32"
i nstance: "botum vpn"
state: present

- name: "CrowdSec - enabl e package"
ansi bl eguy. opnsense. package:
nanme: "os-crowdsec"
state: present

- name: "CrowdSec - configure bouncer”
ansi bl eguy. opnsense. cr omdsec:
enabl ed: true
bouncer _api _key: "{{ |ookup('env', 'CROADSEC BOUNCER KEY') }}"
crowdsec_api _url: "http://192.168. 20. 10: 8080"
state: present

% oo RUN) cocoocoosscsscscoscoaconnoonocsscoocaccnnsono000c00ca0c0000000000000s
# ansi bl e- pl aybook -i inventory/hosts.ym playbooks/site.yn
# ansi bl e- pl aybook -i inventory/hosts.ym playbooks/site.ym --check # dry-run

5. Versioning Config in Git (GitOps for OPNsense)
The power of laC comes from Git versioning: every modification is tracked, reversible, and automatically
documented.
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# Initialize the Gt repository

cd opnsense-ansi bl e/

git init

git add .

git coomit -m"feat: conplete BOTUM stack (12 epi sodes)"

# .gitignore -- never commt secrets
cat > .gitignore << 'ECF

*. vaul t

. env

secrets/

i nvent ory/ group_vars/vault.yn

ECF

# Encrypt secrets with ansible-vault
ansi bl e-vault encrypt inventory/group_vars/vault.ymn
# Vault password stored in: ~/.vault_pass (chnod 600)

# ansi bl e.cfg

[defaul ts]
vaul t _password_file = ~/.vault_pass
inventory = inventory/hosts.ym

# Daily GtQOps workflow

# 1. Moudify a pl aybook

# 2. git commt -m"fix: stricter 10T rule"

# 3. git push origin main

# 4. CI/CD applies autonmatically (see section 7)

6. [dempotent Strategy: Re-run Without Breaking Anything
Idempotency is Ansible's fundamental property: running the same playbook 10 times always produces the
same final state, without creating duplicates or breaking what works.
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# Test idenpotency before depl oying
ansi bl e- pl aybook -i inventory/hosts.ym playbooks/site.ym --check
# -> "changed=0 unreachabl e=0 fail ed=0" = already at desired state

# Diff node: see exactly what woul d change

ansi bl e- pl aybook -i inventory/hosts.ym playbooks/site.ym --check --diff
# Exanpl e i denpot ent out put:

# TASK [ VLAN 10 - Managenent]

# ok: [fwprinmary] <- already correct, nothing to do

# TASK [Rule - Block 10T to LAN|

# changed: [fwprimary] <- newrule to apply

# Tags for partial runs

ansi bl e- pl aybook site.ym --tags "vlans" # VLANs only

ansi bl e- pl aybook site.ym --tags "firewall" # Rules only

ansi bl e- pl aybook site.ym --skip-tags "crowdsec" # Everything except CrowdSec

# CGol den rule: always --check before a real depl oynent

7. CI/CD Integration: GitHub Actions and Gitea
Automate deployment on every commit. When you push a change to the main branch, the pipeline validates
and automatically deploys.

7.1 GitHub Actions
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# . gi t hub/ wor kf | ows/ depl oy- opnsense. ym
nanme: Depl oy OPNsense Stack

on:
push:
branches: [nain]
pul | _request:
branches: [ main]

j obs:
lint:
runs-on: ubuntu-| atest
st eps:
- uses: actions/checkout @4
- nanme: Install ansible-lint
run: pip install ansible-lint
- nane: Lint playbooks
run: ansible-lint playbooks/site.ynl

depl oy:
runs-on: ubuntu-| at est
needs: |int
if: github.ref == 'refs/heads/main'
st eps:

- uses: actions/checkout @4
- nanme: Install Ansible + collection
run: |
pip install ansible
ansi bl e-gal axy collection install ansibl eguy. opnsense
- nane: Deploy to OPNsense
env:
OPNSENSE_API _KEY: ${{ secrets. OPNSENSE_AP| _KEY }}
OPNSENSE_API _SECRET: ${{ secrets. OPNSENSE_API _SECRET }}
ANSI BLE_VAULT_PASSWORD: ${{ secrets. VAULT_PASSWORD }}

run: |
echo "$ANSI BLE VAULT PASSWORD' > /tnp/.vault_pass
ansi bl e- pl aybook -i inventory/hosts.ym playbooks/site.ym \

--vaul t-password-file /tnp/.vault_pass
- name: Notify Tel egram
if: always()
run: |
MBG="OPNsense depl oy: ${{ job.status }} - ${{ github.sha }}"
curl -s "https://api.tel egram org/ bot ${ BOT_TOKEN}/ sendMessage" \
-d "chat _i d=${ CHAT_I D} & ext =${ MSG " > /dev/ nul |

7.2 Gitea (self-hosted)
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# . giteal workfl ows/ depl oy- opnsense.ynl (G tea Actions)
name: Depl oy OPNsense

on:
push:
branches: [nain]
j obs:
depl oy:
runs-on: ubuntu-| atest
st eps:

- uses: actions/checkout @3
- nanme: Setup Ansible
run: |
pip install ansible
ansi bl e-gal axy collection install ansibl eguy. opnsense
- nanme: Dry-run (check)
env:
OPNSENSE_API _KEY: ${{ secrets. OPNSENSE_API _KEY }}
OPNSENSE_AP| _SECRET: ${{ secrets. OPNSENSE_API SECRET }}

run: ansi bl e-pl aybook -i inventory/hosts.ym playbooks/site.ym --check
- nane: Depl oy
env:

OPNSENSE_API _KEY: ${{ secrets. OPNSENSE_API _KEY }}
OPNSENSE_API _SECRET: ${{ secrets. OPNSENSE_API| _SECRET }}
run: ansi bl e-pl aybook -i inventory/hosts.ym playbooks/site.ym

# Sel f-hosted runner: docker run giteal/act_runner register

8. Disaster Recovery: Restore in One Command
The most feared scenario: the firewall dies. With the laC stack, disaster recovery becomes a routine exercise.
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# SCENARI O Primary OPNsense of fline
# Target restore tine: < 15 mnutes

# Step 1: Provision new OPNsense on Proxmox (~5 mn)
# -> Install SO from https://opnsense. or g/ downl oad/
# -> Configure base network via console (1P, SSH)

# Step 2: Clone Ansible config
git clone https://gitea.botum cal/ botum opnsense-ansi bl e. git
cd opnsense-ansi bl e

# Step 3: Deploy full stack (~8 mn)
OPNSENSE_API _KEY=xxx OPNSENSE_API SECRET=yyy \
ansi bl e- pl aybook -i inventory/hosts.ym playbooks/site.ynl

# After execution:

# [ok] VLANs configured (Epi sode 2)
# [ok] Firewall rules ( Epi sodes 2+3)
# [ok] WreGuard restored (Epi sode 4)
# [ok] CrowdSec enabl ed (Epi sode 3)
# [ok] Suricata |IDS/IPS (Epi sode 7)

# Step 4: Verify
ansi bl e- pl aybook -i inventory/hosts.ym playbooks/site.ym --check
# changed=0 unreachabl e=0 fail ed=0 -> Stack 100% conpl i ant

Compared to manual restoration which would take 2-4 hours with the risk of forgetting critical rules, 1aC
transforms disaster recovery into a documented, testable procedure.

9. Conclusion: Full 12-Episode Stack Recap
With Episode 12, the BOTUM OPNsense Stack is complete. Across 12 episodes, we built an
enterprise-grade network security infrastructure — reproducible, versioned, and fully automated:

» Episode 1 — OPNsense on Proxmox — hypervisor foundation

» Episode 2 — VLANSs Zero-Trust — network segmentation

» Episode 3 — CrowdSec Collaborative IPS — community blocking
* Episode 4 — WireGuard VPN — secure remote access
 Episode 5 — fail2ban Hardening — brute-force protection

» Episode 6 — NAC — network access control

» Episode 7 — Suricata IDS/IPS — deep packet inspection

» Episode 8 — AdGuard Home + DoH/DoT — filtered encrypted DNS
» Episode 9 — Grafana + InfluxDB — network monitoring

* Episode 10 — CARP High Availability — infrastructure resilience
 Episode 11 — Wazuh SIEM — log correlation and detection

* Episode 12 — Ansible as Code — automation and GitOps [this guide]

BOTUM INC. www.botum.ca | contact@botum.ca Page 12


https://www.botum.ca
mailto:contact@botum.ca

OPNsense as Code with Ansible

The stack is now fully reproducible: a new team member can deploy the entire infrastructure in under 30
minutes, from scratch, using Ansible.

Coming next (Episodes 13-15): Automated OPNsense config backup, Let's Encrypt certificates with ACME,
and traffic analysis with Netflow + ntopng.

Full article: blog.botum.ca/opnsense-ansible-infrastructure-as-code

Website: www.botum.ca ¢ contact@botum.ca
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