Botum .

Quick Reference Guide

Automate Linux Infrastructure

Crons, bash scripts and alerts
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Quick Reference - Automate Linux Infrastructure

1. Crontab Syntax

# mn hour day-nonth nonth day-week command

# Exanpl es:
#03***
#0*/6***
# 308 * * 1
#*/5****

Every day at 3:00 AM
Every 6 hours

Monday at 8:30 AM
Every 5 m nutes

crontab -e # Edit
crontab -| # Li st

2. Docker Backup Script

#!/ bi n/ bash
BACKUP_DI R="/ backup/ docker/ $(dat e +%r- %m %d)"
mkdir -p "$BACKUP_DI R’

# Ghost Bl og
tar czf "${BACKUP_DI R}/ ghost.tar.gz" \
/ mt / docker - dat a/ ghost - bl og/ cont ent / dat a/

# Vaul twarden (brief stop)

docker stop vaul t warden

cp ~/ docker/vaul twarden/ data/db.sqlite3 \
" ${ BACKUP_DI R}/ vaul t war den. db"

docker start vaul twarden

# Cl eanup +7 days
find /backup/ docker -maxdepth 1 -type d -ntinme +7 -exec rm-rf {} +

3. Telegram Alerts

#! / bi n/ bash

# /usr/local /bin/notify.sh
TELEGRAM TOKEN=" YOUR_TOKEN'
TELEGRAM _CHAT="YOUR_CHAT I D'

notify() {
| ocal |evel ="$1" nmessage="$2"
curl -s -X POST \
"https://api.tel egram org/ bot ${ TELEGRAM TOKEN}/ sendMessage" \
-d "chat _i d=${ TELEGRAM CHAT}" \
-d "text=[$(hostnane)] ${level}: ${nessage}" > /dev/null

}

export -f notify

4. Docker Auto-Update
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#1/ bi n/ bash
source /usr/local/bin/notify.sh
DI RS=(" $HOVE/ docker/ zor axy" "$HOVE/ docker/vaul t war den")
UPDATED=0
for dir in "${DIRS[@}"; do
cd "$dir"
i f docker conpose pull 2>&1 | grep -q "Downl oaded newer"; then
docker conpose up -d
UPDATED=$( ( UPDATED+1) )
fi
done
docker image prune -f
notify "OK' "Docker update: ${UPDATED} updated"

5. Logrotate + Docker Logs

# /etc/logrotate.d/ docker-1ogs
[var/libl/docker/containers/*/*.1og {
daily
rotate 7
conpr ess
copytruncate

# Limt Docker |og size
# | et c/ docker/ daenon. j son:

"log-driver": "json-file",
"l og-opts": { "max-size": "10n', "nmax-file": "3" }
}

sudo systentt|l restart docker

6. Systemd Timers
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# [ etc/systend/ systen docker-backup. servi ce
[Unit]

Descri pti on=Docker Backup

[ Servi ce]

Type=oneshot

User =ubunt u

ExecSt art =/ usr/| ocal / bi n/ docker - backup. sh

# | etc/systend/ systenf docker - backup. ti ner
[Unit]

Descri pti on=Docker Backup Ti mer

[ Ti mer]

OnCal endar =*-*-* 03: 00: 00

Per si stent =true

[I'nstal |]

Want edBy=t i nmers. t ar get

sudo systentt| daenon-rel oad
sudo systentt!l enable --now docker-backup.timer
systenct| list-tinmers

7. Disk Monitoring

#! / bi n/ bash
source /usr/local/bin/notify.sh
THRESHOLD=85
while IFS= read -r line; do
usage=$(echo "$line" | awk '{print $5}' | tr -d '%)
mount =$(echo "$line" | awk '{print $6}')
if (( usage >= THRESHOLD )); then
notify "WARNING' "Disk ${mount}: ${usage} % used"
fi
done < <(df -h | grep -E '~/ dev' | grep -v tnpfs)

8. Full Crontab

# Daily backup 3:00 AM

0 3 * * * [usr/local/bin/docker-backup.sh >> /var/| og/ backup.|og 2>&1
# Docker update Sunday 4:00 AM

0 4 * * 0 /usr/local/bin/docker-update.sh >> /var/|og/update.|og 2>&1
# Di sk check every hour

0 * * * * [usr/local/bin/check-disk.sh

F

Clean old | ogs Monday 5: 00 AM
05* * 1 find /var/log -nane "*.lo0g.gz" -ntinme +30 -delete

Full article: botum.ca/automate-linux-infrastructure/
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