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Quick Reference Guide

Docker on Ubuntu 2026

Complete installation and best practices
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1. Docker Engine Installation

# Rerove ol d versions
sudo apt renove -y docker docker-engine docker.io 2>/dev/null || true

# Prerequisites
sudo apt update
sudo apt install -y ca-certificates curl gnupg

# Docker GPG key

sudo install -m 0755 -d /etc/apt/keyrings

curl -fsSL https://downl oad. docker. com | i nux/ ubunt u/ gpg \
| sudo gpg --dearnor -o /etc/apt/keyrings/docker.gpg

# Oficial repository
echo "deb [arch=$(dpkg --print-architecture) \
si gned- by=/et c/ apt/keyrings/ docker.gpg] \
htt ps: //downl oad. docker. conl | i nux/ ubuntu \
$(. /etc/os-rel ease & echo $VERSI ON_CODENAME) st able" \
| sudo tee /etc/apt/sources.list.d/ docker.list > /dev/null

# Install
sudo apt update
sudo apt install -y docker-ce docker-ce-cli containerd.io \

docker - bui | dx- pl ugi n docker - conpose- pl ugi n
docker --version && docker conpose version

2. Post-Installation

# Add to docker group (avoi d sudo)
sudo usernod -aG docker $USER
newgr p docker

# Enabl e at startup

sudo systentt| enabl e docker
sudo systentt| start docker
docker ps # Test wi thout sudo

3. Essential Commands
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docker ps # Active containers
docker ps -a # Al containers
docker run -d -p 8080:80 ngi nx # Start nginx
docker stop / start / restart NAME # Managenent
docker rm NAME # Renove
docker exec -it NAME bash # Interactive shell
docker logs -f NAME # Fol | ow | ogs
docker stats # Real -time CPU RAM
docker i mages # Local inmages
docker pull | MAGE: TAG # Downl oad i mage
docker image prune -f # Cl eanup
4. docker-compose.yml
version: '3.8
servi ces:
webapp:

i mage: nginx: al pi ne

cont ai ner _nane: ny-site

restart: unl ess-stopped

ports:

"8080: 80"
vol unes:
- ./htm :/usr/share/ nginx/htm:ro
net wor ks:

- app- net wor k

dat abase:
i mage: postgres: 16-al pi ne
envi ronnent :
POSTGRES_PASSWORD:  ${ DB_PASSWORD}
vol unes:
- db-data:/var/lib/postgresql/data

vol unes:
db- dat a:
net wor ks:
app- net wor k:

5. .env Variables

# .env file (NEVER commit to git)
DB_PASSWORD=My Secur ePasswor d
APP_KEY=r andom secr et - key

# Add .env to .gitignore
echo ".env" >> .gitignore
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6. Volumes

# Bind nmount (host folder)
- ./data:/var/data

# Narmed vol une (Docker - managed)
vol unes:
nmy- vol une:

# Backup a vol une
docker run --rm\
-v ny-vol une:/data \
-v $(pwd) : / backup \
al pine tar czf /backup/backup-$(date +%r%P@).tar.gz /data

7. Networks

# Same conpose services see each other
# by service nane (e.g., http://database: 5432)

docker network |s
docker network create my-network
docker network inspect my-network

8. Container Updates

cd /path/to/app

docker conpose pul | # New i mages
docker conpose up -d # Redepl oy
docker conpose ps # Verify
docker image prune -f # C eanup

Full article: botum.ca/install-docker-ubuntu/
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