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OPNsense Monitoring with Grafana + InfluxDB

1. Why Monitor Your Firewall?

A firewall without monitoring is like driving blindfolded. In my BOTUM infrastructure, | learned the hard way that the
most costly network issues are the ones you don't see coming: a silent WAN saturation at 3am, an intrusion attempt
slipping through the cracks, an IoT VLAN generating 10x its normal traffic.

Real-time monitoring with Grafana + InfluxDB gives me three essential capabilities:

* Full visibility: see in real-time what crosses each interface, VLAN, and VPN tunnel.

* Anomaly detection: identify abnormal patterns — traffic spikes, DNS floods, connections to suspicious IPs.
* SLA compliance: prove uptime, document network incidents, measure WAN latency.

m This is the 9th and final episode of the OPNsense Stack Series. You already have the firewall, VLANs, VPN, WiFi, IDS/IPS
protection, NAC, and DNS filtering. Now you get the eyes.

2. Monitoring Stack Architecture
The stack | use is simple and battle-tested:

OPNsense (raw netrics)
I os-telegraf plugin (collection)
!

Tel egraf (metrics agent)
I HTTP/UDP to port 8086
!

InfluxDB 2. x (tinme-series database)
I Grafana data source
!

Grafana (visualization + alerting)
L notifications
!

Emai|l / Telegram/ Sl ack

Each component runs in a Docker container on a dedicated Proxmox VM (or on the same Proxmox host as
OPNsense). | allocate 2 vCPUs + 2 GB RAM — more than enough for infrastructure handling up to 1 Gbps of
aggregated traffic.

m Telegraf is a lightweight agent installed inside OPNsense that collects system and network metrics, then forwards them to
InfluxDB via the HTTP API.

3. Enable InfluxDB Export in OPNsense
3.1 Install the os-telegraf Plugin

# In OPNsense: System > Firnmware > Pl ugins
# Search "telegraf" and install: os-tel egraf

# O via SSH in OPNsense:
pkg install os-telegraf

3.2 Configure Telegraf in OPNsense
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Services > Tel egraf > Genera

Check: Enabl e Tel egraf

I nfl uxDB URL: http://PROXMOX- | P: 8086

Token: (generated in InfluxDB —see section 4)
Bucket: opnsense

Organi zati on: botum

H OH H H H R

Enabl e col | ectors

O Interfaces (traffic per interface)
Firewal | (rules, states)

CPU / Menory / Disk

Netflow (if enabl ed)

Gat eway (WAN | at ency)

H* OH H H H R
i

3.3 Manual telegraf.conf Configuration (Advanced)

# lusr/local/etc/tel egraf.conf

[agent]
interval = "10s"
flush_interval = "10s"

[[inputs.net]]
interfaces = ["enD", "vtnet0", "igc0"]

[[inputs.cpu]]
percpu = fal se
total cpu = true

[[inputs.meni]
[[1nputs.systen]]
[[1nputs.netstat]]

# OPNsense-specific firewall netrics

[[inputs.exec]]
commands = ["/usr/ | ocal /opnsense/ scri pts/ OPNsense/ Di agnosti cs/interface. php"]
data_format = "json"
ti meout = "5s"

[[out puts.influxdb_v2]]
urls = ["http://192.168. 1. x: 8086"]
token = " YOUR- | NFLUXDB- TOKEN'

organi zation = "bot unt
bucket = "opnsense"
ti meout = "5s"

4. Install InfluxDB 2.x in Docker on Proxmox
| deploy InfluxDB 2.x on the same Proxmox VM as Grafana to minimize latency and simplify maintenance.

4.1 Docker Compose — Full Monitoring Stack
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nkdir -p /opt/monitoring/{influxdb, grafana}
cd /opt/monitoring

cat > docker-conpose.yml << 'EOF
version: '3.8

servi ces:
i nfl uxdb:

i mage: influxdb: 2.7

cont ai ner _nane: influxdb

restart: unl ess-stopped

ports:
- "8086: 8086"

vol unes:
- ./linfluxdb/data:/var/lib/influxdb2
- ./linfluxdb/config:/etc/influxdb2

envi ronnent :
DOCKER | NFLUXDB_| NI T_MODE: set up
DOCKER | NFLUXDB_| NI T_USERNAME: admi n
DOCKER _| NFLUXDB_| NI T_PASSWORD: Bot unfSecur e2026!
DOCKER | NFLUXDB_| NI T_ORG bot um
DOCKER | NFLUXDB_| NI T_BUCKET: opnsense
DOCKER | NFLUXDB_| NI T_RETENTI ON:  90d

gr af ana:
i mge: grafanal/grafana:| atest
cont ai ner_nane: grafana
restart: unl ess-stopped
ports:
"3000: 3000"
vol unes:
- ./grafana:/var/lib/grafana
envi ronnent :
GF_SECURI TY_ADM N_PASSWORD: Bot unfSecur e2026!
GF_I NSTALL_PLUGQ NS: graf ana- cl ock- panel , gr af ana- wor | dmap- panel
depends_on:
- influxdb

ECF
docker conpose up -d
echo "Monitoring stack started!"

echo "I nfluxDB: http://PROXMOX- 1 P: 8086"
echo "Grafana: http://PROXMOX- 1 P: 3000"

4.2 Generate InfluxDB Token

# Via InfluxDB web U (http://1P:8086)

# 1. Log in with adm n / BotunSecure2026!

# 2. Load Data > APl Tokens > Cenerate APl Token

# 3. Select: Al Access Token

# 4. Copy token (88-char string)

# 5. Paste into OPNsense Tel egraf config

# O via CLI:

docker exec influxdb influx auth create --org botum --all-access --description "Tel egraf O

# Token is shown ONCE —save it in your vault!

m Store the InfluxDB token in your secrets manager (Vaultwarden / 1Password). Once generated, it won't be displayed again in
plaintext.
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5. Configure Grafana with InfluxDB
5.1 Add InfluxDB Data Source

# Grafana - Configuration > Data Sources > Add Data Source
# Sel ect: InfluxDB

# Query Language: Flux (reconmended for InfluxDB 2.x)

# URL: http://influxdb:8086 (or http://PROXMOX-|P: 8086)
# I nfluxDB Details:

# Organi zati on: botum

# Token: YOUR- TOKEN

# Default Bucket: opnsense

# Cdick: Save & Test

# [0 "datasource is working. 1 buckets found"

5.2 Basic Flux Query — WAN Traffic

/1 Flux query —real-time WAN traffic
from(bucket: "opnsense")
| > range(start: -1h)

|> filter(fn: (r) => r._measurenment == "net")
|> filter(fn: (r) =>r.interface == "end")
> filter(fn: (r) =>r._field == "bytes_recv" or r. _field == "bytes_sent")

I
| > derivative(unit: 1s, nonNegative: true)

|> map(fn: (r) => ({ r with _value: r._value * 8.0 }))

| > aggr egat eW ndow( every: 30s, fn: nean, createEnpty: false)

6. Import OPNsense Dashboards

The Grafana community offers excellent pre-built dashboards for OPNsense. Here are the ones | use:
* OPNsense Overview (ID: 13713) : WAN traffic, CPU, memory, firewall states, gateways

* OPNsense Interfaces (ID: 14966) : Throughput per interface, errors, packets/sec

* OPNsense VPN WireGuard (custom) : Connected peers, traffic per tunnel, latency

* VLAN Traffic (custom) : Traffic per VLAN, top clients, anomalies

» OPNsense Firewall Rules (ID: 15413) : Rule hits, blocked connections, IP geolocation

# Ilmport via Grafana U :

# Dashboards > Inmport > Dashboard ID or JSON

# Quick inport from grafana.com

# Dashboard ID 13713 - OPNsense Overvi ew

# Select: Data Source = |InfluxDB (opnsense)

# | nport

# Custom ze dashboard vari abl es:

# Bucket: opnsense

# WAN i nterfaces: enD, vtnetO (per your config)
# LAN VLAN interfaces: vtnetl, vtnet2, vtnet3...

m Community dashboard IDs may change over time. If an ID is unavailable, search "OPNsense" on
grafana.com/grafana/dashboards.

7. Grafana Alerting: Bandwidth and Suspicious Connections

7.1 Configure a Contact Point (Notification Channel)
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# Grafana - Alerting > Contact Points > Add Contact Point
# Type: Tel egram (reconmended for nobile alerts)

# Bot Token: your Tel egram Bot Token
# Chat ID: your Chat ID (or group)

# Test: "Test" —you should receive a Tel egram nessage
# Save the contact point

# Avail abl e types: Emmil, Slack, PagerDuty, QOpsGenie, Wbhook...

7.2 Create Alert — WAN Bandwidth Saturation

# Grafana - Alerting > Alert Rules > New Alert Rule

# 1. Query:
from(bucket: "opnsense")
| > range(start: -5m
|> filter(fn: (r) =>r._neasurenent == "net" and r.interface == "enD")
|> filter(fn: (r) =>r._field == "bytes_sent" or r._field == "bytes_recv")
| > derivative(unit: 1s, nonNegative: true)
|> map(fn: (r) => ({ r with _value: r._value * 8.0 }))
| >

sun()

# 2. Condition:
WHEN avg() |'S ABOVE 900000000 (900 Mops)

#

# FOR 2 minutes

# 3. Annotati ons:

# Surmmary: WAN saturation detected

H+

Description: WAN traffic > 900 Mips for {{ $values.A }} seconds

# 4. Notification policy - Tel egram

7.3 Alert — Suspicious Connections Spike

# Flux query —firewall connections per mnute
from(bucket: "opnsense")
| > range(start: -10m

|> filter(fn: (r) => r._neasurenent == "pf_state")
|> filter(fn: (r) =>r. _field == "count")

| > derivative(unit: 1m nonNegative: true)

| > nean()

# Condi tion: WHEN nean() |'S ABOVE 5000 (connections/m n)
# This threshold nust be calibrated to your normal traffic
# Observe for 1 week before setting threshol ds

8. Integrate Suricata and AdGuard Home into Grafana
8.1 Suricata Logs via Loki (Recommended)
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# Install G afana Loki for |og aggregation (conplenment to |Infl uxDB)
# Add to docker-conpose.ym :

| oki :

i mage: grafana/loki: | atest
cont ai ner _nane: | oki
restart: unl ess-stopped
ports:

- "3100: 3100"
vol unes:

- ./1oki:/loki

prontail:
i mge: grafana/prontail:|atest
cont ai ner_nane: prontail
restart: unl ess-stopped
vol unes:
- /var/log:/var/log:ro
- ./pronmtail-config.ym:/etc/prontail/config.ym

# In OPNsense: configure Suricata to wite EVE | ogs as JSON
# Intrusion Detection > Administration > Log to syslog: ON
# Format: EVE JSON

# In Proxnmox: forward OPNsense syslog to Prontail
# letc/prontail-config.ym:
scrape_confi gs:
- job_nane: suricata
static_configs:
- targets: [local host]
| abel s:
job: suricata
__path__: /var/log/suricatal/*.json

8.2 Suricata Dashboard in Grafana

# Grafana - Dashboards - I nport
Communi ty dashboard: "Suricata EVE Logs" (ID: 14972)
Dat a Source: Loki

H* H

Useful panels:

- Top 10 triggered rules

- Alerts by severity (H G4 MED UM LOW

- Attack timeline

- Geo map of source |Ps (WorldMap plugin)
- Flow src_ip - dst_ip - proto

H* OH H H H R

8.3 AdGuard Home Metrics via REST API
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# AdGuard Home exposes stats via REST API
# Integration with Tel egraf:

[[inputs.http]]
urls = ["http://192.168. 1. x: 3000/ control /stats"]
net hod = " GET"
username = "adm n"
password = " YOUR- PASSVWORD"
data_format = "json"
nane_suffix = "_adguard"
[inputs. http.tags]
source = "adguard- hone"

# Collected netrics:

# dns_queries, blocked_filters, blocked_safebrowsing
# repl aced_saf esearch, bl ocked_parent al

# avg_processing tinme

# In Gafana - Panel - Query Infl uxDB:
from(bucket: "opnsense")
| > range(start: -24h)
|> filter(fn: (r) => r._neasurenment == "http_adguard")
|> filter(fn: (r) =>r._field == "dns_queries" or r._field == "blocked_filters")

m With Suricata (episode 7) and AdGuard Home (episode 8) integrated into Grafana, you have a unified security view: intrusion
detection + DNS filtering, all in one dashboard.

9. Conclusion: Full Series Recap
We've reached the end of 9 episodes building a complete enterprise-grade network infrastructure on OPNsense +
Proxmox. Here's what you have:

* Episode 1 — OPNsense on Proxmox: High-performance firewall VM, virtual network interfaces

* Episode 2 — Zero-Trust VLANSs: Network segmentation: LAN, 10T, DMZ, Guest — full isolation

* Episode 3 — WireGuard VPN + LTE SD-WAN: Site-to-site VPN, remote workers, 4G/LTE failover

» Episode 4 — WiFi + UniFi AP: WiFi AP management, wireless VLAN isolation, captive portal

» Episode 5 — CrowdSec + Fail2ban: Collaborative protection, dynamic blocklists, IP banning

« Episode 6 — NAC FreeRADIUS 802.1X: Network authentication, certificates, identity-based access policy
* Episode 7 — Suricata IDS/IPS + DPI: Intrusion detection, inline prevention, deep packet inspection

* Episode 8 — AdGuard Home + DoH: DNS filtering, blocklists, DNS over HTTPS — privacy and security

* Episode 9 — Grafana + InfluxDB: Real-time monitoring, dashboards, alerting — total visibility

This stack gives you enterprise-grade network infrastructure that most $50K/year network-budget SMEs don't have
— for under $500 in hardware and $0 in software licenses.

Next up: the OpenClaw Series — infrastructure automation, intelligent agents, self-healing networks. Stay tuned.

Full article: blog.botum.ca/opnsense-monitoring-grafana-influxdb-guide

Series hub: blog.botum.ca/opnsense-stack-securite-enterprise-proxmox

Website: www.botum.ca * contact@botum.ca
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