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Practical Guide
NAC with OPNsense and FreeRADIUS

802.1X - Network Access Control with Dynamic VLAN
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1. What is NAC and why 802.1X?
On my BOTUM infrastructure, OPNsense segments the network into VLANs. But segmentation alone is not
enough -- any device can connect to WiFi or plug into a network port and get an IP in the right VLAN.

That is where Network Access Control (NAC) with the 802.1X protocol comes in: every device must
authenticate before getting network access, and FreeRADIUS decides which VLAN it is placed in.

802.1X is the IEEE standard enabling Layer 2 authentication. Before a device gets an IP, it must prove its
identity. The flow involves three actors:

» Supplicant: the client device (laptop, phone, I0T) requesting access
» Authenticator: the switch or WiFi AP that relays the EAP exchange to the RADIUS server

» Authentication Server: FreeRADIUS on OPNsense, which accepts or rejects the connection

2. Prerequisites
» OPNsense operational (see Article 1: Install in Proxmox)

* VLANSs configured (Employees, 10T, Guests) -- see Article 2: VLANSs Zero Trust
» Compatible UniFi or Omada APs -- see Article 4: WiFi AP Management

» Managed switches with 802.1X support (UniFi, TP-Link Omada, Cisco)

* SSH admin access to OPNsense

* Optional: internal Certificate Authority (CA) for EAP-TLS

3. Install FreeRADIUS Plugin on OPNsense
OPNsense provides the os-freeradius plugin through its plugin manager. This plugin installs FreeRADIUS
directly on the router, with no external server needed.

# OPNsense GUI :

# System -> Firmware -> Pl ugins

# Search: freeradius

# Install: os-freeradius (click "+")
# After installation, reload the page.
# New nenu: Services -> FreeRADI US

# Enabl e the service:

# Services -> FreeRADI US -> Ceneral
# Enabl e FreeRADI US: checked

# Interface: LAN

# RADIUS Auth Port: 1812

# RADI US Acct Port: 1813

# Cick Save -> Apply

4. Configure FreeRADIUS: Users, Certificates, EAP-TLS
Create RADIUS Clients (NAS)
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RADIUS clients are the switches and APs that will send authentication requests. Each client has a shared

secret.
# Services -> FreeRADIUS -> Cients -> Add
# Nanme :ounifi-ap-01
# IP/CIDR : 192.168. X. X/32 (AP or switch IP)
# Secret : [random secure string]
# NAS Type: O her
# Repeat for each managed AP and swi tch

Create Users and Assign VLANs
For PEAP-MSCHAPvV2 authentication, create users in FreeRADIUS with dynamic VLAN assignment:

# Services -> FreeRADI US -> Users -> Add

# Usernane : john.doe

# Password : [strong password]

# VLAN ID : 10 (Enployees VLAN)

# Services -> FreeRADI US -> Users -> Add

# Username : device-iot-01

# Password : [strong password]

# VLAN ID : 30 (loT VLAN

# RADI US sends Tunnel -Private-Goup-ld to the switch/ AP
# Device is automatically placed in the correct VLAN

Configure EAP-TLS with Certificates
EAP-TLS is the most secure method: authentication uses X.509 certificates, with no password. First configure
an internal CA in OPNsense:

# 1. Create internal CA:

# System -> Cert. Manager -> Authorities -> Add
# Nanme . BOTUM I nt er nal - CA

# Key Type : RSA 4096

# Di gest . SHA256

# Lifetinme . 3650 days

# 2. Create FreeRADI US server certificate:

# System -> Cert. Manager -> Certificates -> Add
# Nane : freeradi us-server-cert

# Authority . BOTUM I nt er nal - CA

# Type . Server Certificate

# 3. Configure EAP in FreeRADI US:

# Services -> FreeRADI US -> EAP

# Certificate : freeradius-server-cert

# CA . BOTUM I nt er nal - CA

# EAP Type . TLS + PEAP

# I nner Method : MSCHAPv2 (for PEAP without client cert)
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5. Configure UniFi/Omada APs for 802.1X
In UniFi Network Controller, configure the WiFi network to use WPA-Enterprise (802.1X) instead of
WPA-Personal:

# Uni Fi Controller -> Settings -> WFi -> Add Network
# Nane (SSI D) : BOTUM Cor p
# Security : WPA Enterprise (not WPA Personal)
# RADIUS Profile : Create new

RADI US Profile:

Auth Server |IP . [OPNsense LAN IP, e.g. 192.168.1.1]
Auth Server Port : 1812

Auth Server Password : [secret configured in FreeRAD US]

H OH OH

H

RADI US sends VLAN via Tunnel - Privat e- G oup-1d
Apply to corporate APs only (not guest WFi)

F

6. Configure Switches (Trunk + Access 802.1X)

On a managed switch, enable 802.1X per port for access ports:

# UniFi Switch -- Port Profile with 802.1X:

# Settings -> Profiles -> Switch Port Profiles -> Add
# 802.1X Control :auto

# RADIUS Profile : [RADIUS profile]

# Default VLAN : VLAN 99 (quarantine)

# Post-auth VLAN : Dynamical ly assigned by RADI US
# Ceneric Cisco | OS reference:

# interface G gabitEthernet0/1

# switchport npde access

# switchport access vlan 99 <- quarantine VLAN by default
# dot 1x pae authenti cator

# authentication port-control auto

# authentication order dotlx mab

# spanning-tree portfast

7. Test: Successful Authentication + Rejection
Test with radtest (CLI)
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# On OPNsense (SSH or System -> Shell):
radt est john.doe [password] 127.0.0.1 O [shared_secret]

Expected result (successful authentication):

Sent Access-Request Id 1 from 127.0.0. 1: xxxxx to 127.0.0.1: 1812
Recei ved Access-Accept Id 1 from 127.0.0. 1:1812

Tunnel -Private-Goup-1d = "10" <- VLAN 10 assi gned!

Sessi on- Ti neout = 28800

H OH OH O H

# Test with UNAUTHORI ZED devi ce:

radtest intruder w ongpassword 127.0.0.1 O [shared_secret]

# Resul t:

# Received Access-Reject Id 2 from 127.0.0.1:1812 -- bl ocked

Verify VLAN Placement

After successful authentication, verify obtained |IP:

Enpl oyee devi ce -> |Pin 192.168.10.x (VLAN 10 CK)

I oT device -> |Pin 192.168.30.x (VLAN 30 OK)

Unknown devi ce -> |Pin 192.168.99.x (VLAN 99 quarantine)
or conpletely rejected

H OH OH OH O

F

Real -time FreeRADI US | ogs:
Services -> FreeRADIUS -> Log File
# Filter Accept/Reject for full audit

H*

8. Use Cases: BYOD, IoT, Employees vs Guests
* Employees (VLAN 10): corporate laptops with EAP-TLS certificate or PEAP account -> full internal network
access

*« BYOD -- Bring Your Own Device (VLAN 20): personal devices with PEAP account -> internet-only, no
internal servers

« loT (VLAN 30): cameras, sensors, printers via MAC Authentication Bypass (MAB) -> isolated in their VLAN
» Guests (VLAN 99): captive portal or separate SSID without 802.1X -> filtered internet access

* Unknown devices: total rejection or quarantine VLAN based on security policy

9. Next Steps: Suricata IDS/IPS

Article 7 will cover Suricata IDS/IPS on OPNsense: real-time network intrusion detection, Emerging Threats
rules, and CrowdSec integration for defense in depth.

Combined with the 802.1X NAC from this article, you will have a complete Enterprise-grade security stack.

Full article: blog.botum.ca/opnsense-nac-freeradius-802-1x-guide

Website: www.botum.ca ¢ contact@botum.ca
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